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Software Verification for finding bugs

int x = “hello world”;
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Refinement Types Ny WIZI&\

1]
dRefinement (Y0 <= red && red <= 2557) (:?
1nt red; Logical predicate )
red = 200;

red = 200 + 90;

Liquid Types

( ) ( )

== ->
red 200 + 90 —————  SMT Solver
g 0 <= red && red <= 255 y L J

. : : i AC 14T F . .
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Refinement Types and Liquid Types NN FLS

0|
I
X
ML (1991) C (2012) Haskell (2014) Scala (2016) Rust (2022)
Javascript (2012) Typescript (2016)
N Classes of Errors
7 Z/ Division by zero ’]  Protocol violations
/- 7] Array accesses 7} Security Issues
-
X
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Three requirements for the language

LL /-

Refinements must be optional
@dRefinement

C

o—©0

N0 <= red”

Type-checking should be decidable
OF-UFLA

SMT-Solvers
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Syntax Survey with 50 collected answers

4 N
@Refinement (™ >= 0 && <= 100”")
A public static 1nt percentageFromGrade (dRefinement (“grade >= 0”) 1nt grade,
@Refinement (“scale > 0”) int scale)
N </
4 N
@Refinement (“{grade >= 0} -> {scale > 0} -> { >= 0 && scale > 0}")
B public static i1nt percentageFromGrade (1nt grade, 1int scale)
N </
20
A 10
Not e o @i Preferable :
acceptable
p L/ .
o ¢ Not Accept. Acceptable

>
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LiquidJava Prototype NN FAS

dRefinement ("0 <= red && red <= 2557)

int red = 290;

int i1nRange (int a, (@Refinement (b > a”) int b ) {..}

inRange (10, 5);

T AC 172" F A C ie Mell [«
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LiquidJava Prototype NS

Overview Package 'Class Use Tree Deprecated Index Help

—

unconnected Q

Prev Class Next Class Frames No Frames All Classes

Summary: Nested | Field | Constr | Method Detail: Field | Constr | Method

java.net

Class Socket

connect
close

sendUrgentData connected
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LiquidJava Prototype NS

Overview Package 'Class Use Tree Deprecated Index Help

—

unconnected Q

Prev Class Next Class Frames No Frames All Classes

Summary: Nested | Field | Constr | Method Detail: Field | Constr | Method

java.net

Class Socket

@StateSet ({"unconnected", "bound", "connected", "closed"})
dExternalRefinements ("java.net.Socket")

interface SocketRefinements{ connect
@StateRefinement (from = "bound (this)", close
to = "connected (this)")
void connect (SocketAddress addr) ; sendUrgentData connected
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https://docs.oracle.com/javase/7/docs/api/java/net/SocketAddress.html

LiquidJava Prototype N RS

—

Overview Package 'Class Use Tree Deprecated Index Help

unconnected Q

Prev Class Next Class Frames No Frames All Classes

Summary: Nested | Field | Constr | Method Detail: Field | Constr | Method

java.net

Class Socket

@StateSet ({"unconnected", "bound", "connected", "closed"})
UExternalRefinements ("java.net.Socket")
interface SocketRefinements connect

@StateRefinement (from = "bound (this)", close
to = "connected (this)")
void connect (SocketAddress addr) ; sendUrgentData connected

@StateRefinement (from = “connected (this)")
vold sendUrgentData (int n);
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https://docs.oracle.com/javase/7/docs/api/java/net/SocketAddress.html

LiquidJava Prototype N RS

— o

Overview Package Class Use Tree Deprecated Index Help

Prev Class Next Class Frames No Frames All Classes

Summary: Nested | Field | Constr | Method Detail: Field | Constr | Method

java.net

Class Socket

@dStateSet ({"unconnected", "bound", "connected", "closed"})
dExternalRefinements ("java.net.Socket")
interface SocketRefinements{

@StateRefinement (from = "bound (this)",
to = "connected (this)")

vold connect (SocketAddress addr) ; sendUrgentData

@StateRefinement (from = “connected (this)")
vold sendUrgentData (int n);

Mellon &

Usability-Oriented Design of Liquid Types for Java, Gamboa et al. 2023 13 r_ '\‘;[ :: :_: driven by Si_?:bccz:s % SSD Carnegie Portugal



https://docs.oracle.com/javase/7/docs/api/java/net/SocketAddress.html

Overview Package

s Use Tree Deprecated

LiquidJava Prototype

Index Help

Prev Class Next Class Frames No Frames

java.net

Class Socket

Summary: Nested | Field | Constr | Method Detail: Field | Constr | Method

All Classes

@StateSet ({"unconnected",

"bound",

ExternalRefinements ("java.net.Socket")
interface SocketRefinements

@StateRefinement (from
to

"bound (this) ",
"connected (this)")

vold connect (SocketAddress addr) ;

@StateRefinement (from

"connected (this) ")
vold sendUrgentData (int n);
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https://docs.oracle.com/javase/7/docs/api/java/net/SocketAddress.html

LiquidJava Prototype N RS

—

Overview Package 'Class Use Tree Deprecated Index Help

unconnected Q

Prev Class Next Class Frames No Frames All Classes

Summary: Nested | Field | Constr | Method Detail: Field | Constr | Method

java.net

Class Socket

@StateSet ({"unconnected", "bound", "connected", "closed"})
dExternalRefinements ("java.net.Socket")
interface SocketRefinements connect

@StateRefinement (from = "bound (this)", close
to = "connected (this)")
void connect (SocketAddress addr) ; sendUrgentData connected

@StateRefinement (from = “connected (this)")
vold sendUrgentData (1int n);
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LiquidJava Prototype S

L p
| (\
1
) File Edit Selection View Go Run Terminal Help Test2java - together2 - Visual Studio .. — O X CP
® Test2java 1, M X >v g @M - X
src > together2 > @ Test2.java > ...
11 public void createSocket(InetSocketAddress addr) throws Exception { =
12 int port = 5000;
13 InetAddress inetAddress = InetAddress.getByName("localhost");
14
15 Socket socket = new Socket(); .
16 socket.bind(new InetSocketAddress(inetAddress, port));
17 socket.sendUrgentData(90); T
18 socket.close();
19 }
PROBLEMS ‘ TERMINAL ~ OUTPUT  DEBUG CONSOLE Y & “

v @ Test2java src\together2 (@

®) Failed to check state transitions. Expected possible states:(connected(this))

NOTIFICATIONS = V
o ) LiquidJava Extension is ON! Enjoy!
@ Found LiquidJava Api in the workspace - Loading Extension...
(]
Hr
i ’ X Pmainr & ®1A0 #& LiveShare Spaces:4 UTF-8 CRLF Java ¢ / Spell JavaSE-11 & [

()

[ —= |
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USER STUDY
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Four research questions

1 Are refinements easy to understand?

Is it easier and faster to find implementation errors using
LiguidJava than with plain Java?

2

3 How hard is it to annotate a program with refinements?

4 Are developers open to using LiquidJava in their projects?

2/

56%) Very Familiar with Java

ol 02e

30

A

Vaguely or Not Familiar
)
80 A’ with Refinement Types
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Task 4
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Study configuration

Analysed Data

' |7] Answers 7
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' Compiler Correct,
Unanswered)

i@Time spent

" Jj Long Answers
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Study configuration A5

a \
Task 1 - Find the error in plaln Java Q

Sum

i
/«f///////// M
/

e Exercises / // W T,

//f////i ///; //

s

Analysed Data

§ v| Answers ,
(Correct, Incorrect,.

Compiler Correct,
Unanswered)

@Tlme spent

| . Long Answers
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Analysed Data

|7 Answers

(Correct, I. ncorrect,’

Compiler Correct,
Unanswered)

§®Time spent

. J§ Long Answers

Study configuration

a \
Task 1 - Find the error in plaln Java |2|
Sum | /4/////////////
Sechey Exercises /// T4 /// // @
! Uiy srss sdrts //

g N
Task 2 RQ1 lzl

Understand Refinements without prior explanation )
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Study configuration A5
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Task 1 - Find the error in plaln Java 3 Q
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4 N
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4 N
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. J
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Study Conclusions

Intuitive refinements Overview Q

A@Refinement ("-25 <= x && x <= 45") VIdeO and WebSIte

int x;
//Correct:
x = 0;

//Incorrect: Add annotations
x = 46;

LiquidJava Usage before Overview LiquidJava Annotation Results

‘ 3.3% 30
“33% L“ o HRNEAN o
26.7% -
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Study Conclusions A5

LiquidJava helped developers find the bugs in code Q

Best results for lesser-known classes X

Answers to Socket
Java Liquidjava

=
(9
]
]

=
W
]
]

=
[
]
]

100.0% 100.0%

Number of Answers

| 6.7%
H | |
To Find To Fix To Find To Fix
Answers Answers
Correct W Incorrect Unanswered
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Study Conclusions

Developers liked the error reporting and state refinements
but want better better plugin integration and error messages

Participants are interested in using LiquidJava

Would you use Liquidjava in your projects?
100.0%

- N N w
o) o (9 o
] ] I I

Number of Answers
[
o
|

o))
]

o
|

yes no
Options

an of Liqu LASIGE,
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